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1
Decision/action requested

This contribution defines an approach to signalling authentication for the Rel-15 Mission Critical system. The purpose is to allow an entity (e.g. dispatcher) making a sensitive request (e.g. Ambient Listening) to authenticate that request.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

The MC System supports a number of functions which are sensitive (e.g. Ambient listening). In a system with multiple MC Domains supporting interconnection and migration the origin of a sensitive request may not be visible to the MCX Server or the MC client that will support and forfil the request. This means that either useful functionality will not be supported or that it will be vulnerable to abuse.

To prevent abuse, it is important that the signalling request may be associated with the source. Currently only hop-by-hop security is supported on signalling, and hence source authentication is not possible. The proposed solution provides an optional mechanism for source authentication of a sensitive request.

The proposal is not to sign the entire XML signalling message as it is likely that the MCX Server(s) will need to modify parts of the XML signalling on transit from the requester to the receipiant. Instead a signed request is defined which may be added to existing signalling messages and transited unchanged from the requester to the receiptiant. 
4
Detailed proposal

********The following is new text**************
7.2.X
Solution #1.X : Authentication of a sensitive signalling request (EAR)
7.2.X.1
Overview

The MC System contains a number of sensitive signalling requests where a remote ‘requester’ causes an action to occur on a target MC client, either with or without that client’s permission. These requests include Ambient Listening, Ambient Video, Video Pull, etc. It is a requirement that the ability to use these features should be controlled; only certain users may be permitted to make these requests.

Currently, signalling is protected hop-by-hop within the MC System. This causes a challendge for the above requirement. In an MC Domain which is interconnected or supporting migration, signalling may pass through multiple MCX Servers from the requester to the target client. In this scenario, both the target’s MCX Server and the target’s client are unable to check the identity of the requester, or whether the requester has permission to perform the action. This leaves the client open to attack via misuse of sensitive signalling requests. 
The solution proposed attaches an Element for Authenticating Requests (EAR) to the application signalling message from the requester to the target client.
7.2.X.2
Motivating security requirements

The following security requirements highlight the need for authentication of sensitive signalling requests:
[MCSEC-1.4-1]
The Mission Critical Service shall provide a means to ensure integrity of all user signalling at the application layer.
[MCSEC-1.4-3]
The Mission Critical Service shall provide a means to authenticate the origin of signalling which initiates an action on the MC client.

[MCSEC-5.6-019] Specific roles in the organization and shall be identified to authorize and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening.
[MCSEC-5.6-020] The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an 'event' by the system.
7.2.X.3
Solution description

7.2.X.3.1
Overview

When sending a sensitive signalling message, the requester creates the message as normal, then attaches an EAR to the message. The EAR contains the purpose and constraints of the request (type of request, restrictions on request, origin, destination) and is signed by the requester. When used correctly, the EAR should provide a definitive record of the ‘request that was made, including evidence that the request was not disproportionate.
Editor’s Note: Which signalling messages are sensitive and require an EAR is FFS.

7.2.X.3.2
Contents of an EAR

An EAR shall contain the following information elements:

-
Time of request.

-
The MCX user ID (URI) associated with the requester.

-
The KMS URI associated with the requester.

-
The MCX user ID (URI) associated with the target.

-
The type of request (e.g. Ambient Listening)

-
A signature over the whole EAR element.

The EAR should contain the following additional information elements:
-
Requesting User role.

-
Client Type and Identifier.

-
Limits/parameters associated with the request (e.g. maximum session length).

The EAR may also be extended to support additional information elements as required by a particular MC domain(s) or jurisdiction(s). 

Editor’s Note: Which information elements should be signed is FFS.

7.2.X.3.3
EAR Signatures

All MC clients are keyed by a KMS to perform ECCSI signatures, therefore signing EARs using ECCSI is a straight forward to support. There may also be value in supporting ECDSA.
Editor’s Note: The mandatory and optional algorithms for EAR signatures are FFS.

7.2.X.3.4
Relationship with MCData SDS

MCData SDS provides a format for a authenticating a MCData ‘Data Payload’ message. Consequently, it is feasible that this format could be re-used to support the EAR. The EAR could be embedded in a signed MCData ‘Data Payload’ and the MCData ‘Data Payload’ could be attached to the signalling request. 
Editor’s Note: The format (XML, TLV) of EAR messages is FFS.
7.2.X.4
Evaluation against requirements

The proposed mechanism defines a way to authenticate a sensitive signalling request and meet the requirements described in 7.2.X.4. The approach is to add an additional authentication element to the existing signalling. Consequently, existing signalling is not changed and there should be no back-compatibility impact.

